NudopmannonHas namMaTKa 1 00y4ar0muXcs

C KaXIbpIM TOJIOM MOJIOAC)KA B MHTEPHETE CTAHOBUTHCS OOJBINNE, a MIKOJbHUKU
OJIHM U3 CaMbIX AaKTUBHBIX IMOJib3oBarenerd PyHera. Mexnay Tem, NOMUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U NpoOJieMbl. JTa
nmaMsTKa JOJDKHA ITOMOYb TeOe 0e30IMacHO HaXOIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmmnbroTepHelii BUPYC - 3TO pPa3sHOBUAHOCTb KOMIIBIOTEPHBIX IPOTrPaMM,

OTJIUYHUTEIILHOW  OCOOCHHOCTBIO  KOTOPOWM  SIBISIETCS ~ CIIOCOOHOCTH K

pa3MHOXXEHHIO. B 1omoinHeHuMe K 3TOMY, BHPYChl MOT'YT IOBPEIUTH WIH
IMOJIHOCTBIO YHHUYTOXHUTH BCC (baiz’mm U JAaHHBIC, ITOAKOHTPOJILHBIC ITOJB30BATCIIIO, OT MMCHU
KOTOPOro ObLjIa 3amylleHa 3apakeHHas IporpaMma, a TakKe MOBPEANTh WIH JAaKe YHHUYTOXKHUTH
OINEPAIlMOHHYI0O CHCTeMy CO Bcemu (Gaitmamu B 1eoM. B OOJBIIMHCTBE CiTydYacs
PacIpOCTPAHSIOTCS BUPYCHI Y€Pe3 HHTEPHET.

Memooul 3augumosl 0m 6pedOHOCHBIX RPOZPAMM:

1. icnonb3yii coBpeMeHHbIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HbII YPOBEHD 3alLIUTHI OT
BPEOHOCHBIX IIPOIPaMM;

2. IloctosHHO ycTaHaBiuMBail mayTd (UUQpOBBIE 3alJaTKH, KOTOPbIE aBTOMATHUYECKU
YCTaHABIIMBAIOTCA C LIETBI0 JOPAOOTKH MPOTrpamMMbl) U APYrue OOHOBIECHUS CBOEH OIMEpallMOHHOM
cuctembl. CkaunBail X TOJIBKO ¢ oduuMansHOro caiita papadorunka OC. Ecnu cymectByer
PEKHUM aBTOMATHUYECKOTO OOHOBIICHHUS, BKIIOUYH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MOJ] MpaBaMu IOJIb30BaTENs, a HE aAMUHUCTPATOpa. ITO HE
IIO3BOJIHUT 6OJ'[BIHI/IHCTBy BPCAOHOCHBIX MpOTrpaMM HMHCTAIIMPOBATHCA HAa TBOCM IEPCOHAJIBHOM
KOMITBIOTEPE;

4. Hcnonb3yil aHTUBHUPYCHBIE INPOTPaMMHBIE MPOLYKTHl H3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NYECKHUI JOCTYN K KOMIBIOTEPY JJIsl IOCTOPOHHUX JIMIL;

6. Vcnonp3yil BHELIHHE HOCUTEIM HH(POpPMALMHU, Takue Kak Quiemka, JUCK win (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIBbIOTEpHBIE (hailIbl, MOJIyYEHHBIE U3 HEHA/IEKHBIX MCTOUYHUKOB. [laxke Te
(aiinel, KOTOpBIE PUCIAT TBOIM 3HAKOMBIN. JIy4llle yTouyHH y HETO, OTHPABJISUI JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 970 He Bu Mepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIb Opena, mapka. Eme B 1991
roJly HHJEpiaHJICKas KommaHus 3apeructpupoBaia Opena "WECA", uro o6o3Hadano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoauTcs Kak "GecripoBOAHAs TOYHOCTD .

Jlo Hamero BpeMeHHM Jouuia Jpyras abOpeBuarypa, KOTopas SBISETCS TaKOH K€ TeXHOJIOTHeH.
Orto abbOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO NaHO C HAMEKOM Ha CTaHJAApT BBICIICH
3ByKoBoi#l TexHuku Hi-Fi, uto B mepeBoie 03HauaeT "BbICOKasi TOYHOCTH".

Ja, OecmiaTHBIM WHTEPHET-IAOCTYN B Kade, OTeNsIX W adponoprax SBISETCS OTIUIHOU
BO3MOXKHOCTBIO BBIX0JIa B UHTEpHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, YTO 001Ien0CcTyHbIe Wi-Fi
CCTHU HEC ABJIIKOTCA 6€3OHaCHBIMI/I.



Cosembol no 6e3zonacnocmu padomesl 6 ooueoocmynuuix cemax Wi-fi:
1. He mepenaBaii cBoro muuHyr0 nHopmanuio yepes oomenocrymasie Wi-Fi cetu. Paboras B HUX,
JKeJlaTeIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JJIOTHHBI U KAaKUe-TO HOMEPa;

2. HWcnonp3yil u OOHOBIANM aHTUBUPYCHBIE NporpamMmbl M Opanamayep. Tem cambIM Tbl
obe3omacuIb ce0s OT 3aKa4KH BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmroun ¢pynkmmro "OOmmii goctyn K ¢aiiiaMm U nmpuHTEpam'.
JanHas QyHKIHS 3aKphITa 10 YMOITYAHHIO, OJTHAKO HEKOTOPHIE ITOJIb30BATEIIN aKTHBUPYIOT €€ JUIs
y100CTBa UCIIOIB30BaHMsI B paboTe i y4eoe;

4. He ucnonp3yit nmyonnunsiii WI-FI n1ns nepenaun auuHBIX JaHHBIX, HAIPUMEpP AJs BbIXO/a B
COLIMAJIbHBIE CETU UJIU B JIEKTPOHHYIO I1OYTY;

5. Ucnionb3yit Tonpko 3amuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP, T.e. mpu Habope BeO-
azpeca BBoau umeHHo "https://";

6. B moOunpHOM Tenedone otkmoun ¢ynkiuio "llogkmouenne k Wi-Fi aBromatuuecku". He
JIOITyCKali aBTOMATHYECKOTO MOIKIFOYCHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coriacus.

CoumnajbHble CeTH

COLII/IaJ'IbHBIe CCTU AKTHBHO BXOJAT B HaIly KH3Hb, MHOI'MC JIFOAU pa60Ta}0T H XUBYT TaM
IHOCTOAHHO, a4 B Facebook YKE 3apCruCTpupOoBaH MHIUIMAPA YCJIOBCK, YTO SBJISACTCIA OJIHOM
CG,I[LMOI71 BCEX JKUTEJEH IIaHeTbl. MHOTME IOJh30BaTeIIM HE IIOHUMArOT, 4TO I/IH(bOpMaI_II/Iﬂ,
pasMeiCHHAad UMHU B COOHUAIIBHBIX CCTAX, MOXKET OBITh HaliJleHa W MCII0JIb30BaHa K€M YroaHo, B
TOM YHCJIe HEe 00sA3aTeIbHO ¢ OarumMu HaMCpPCHUSIMMU.

OcHoeHnbvle coéemul o 6e30nACHOCHU 6 couuaibHbvlx cemsx.

1. Orpannub cnucoK Jpy3eil. Y TeOs B Apy3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
b1 {001 (7 8

2. 3amuMiail cBOK YacTHYIO XKu3Hb. He ykasbiBail mapoiu, TenedoHsbl, ajpeca, AaTy TBOETO
POXKIEHUS U APYTYHO JIUYHYIO HMH(OpMalKio. 3I0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJIUTEININ IUIAHUPYETE MPOBECTH KaHUKYJIbI;

3. 3amminait CBOIO penmyTaluio - AepKH €€ B YUCTOTE U 3a7aBait cede BOMPOC: X0TeN ObI ThI, YTOOBI
Ipyrue TOJb30BaTeNM BUAENTH, 4YTO Thl 3arpyxaems? Ilogymail, mpexae dYeMm dTO-TO
OIMyOJIMKOBATh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHIIL C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE MCIOJIB3YH CBOE pEalbHOE UMS U
JIPYTYIO JIMYHYIO HHPOPMAIIUH: UMSI, MECTO KUTEIHCTBA, MECTO YU€OBI U TIPOYEE;

5. N3berait pasmemnienus dortorpaduii B HTEpHETE, Te ThI M300paKEH HAa MECTHOCTH, IO
KOTOPOM MOYKHO OIPEAETUTH TBOE MECTOMOIOKEHHUE;

6. HpI/I peructpaniuu B COIIMAJIbHOM CETH HCOGXOZ{I/IMO HCIIOJIb30BATh CIIOXKHBIC I1apOJiu,
COCTOAIIUC U3 6yKB n I_II/I(I)p 1 C KOJIMYCCTBOM 3HAKOB HE MCHEC 8;

7. JIns conMaibHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAMMO UCIIOJIB30BATh Pa3HbIC MApOJIH.
Torpaa ecnu €051 B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH TIOTy4aT JOCTYI TOJBKO K OJHOMY MECTY, a HE
BO BCE cpasy.



DJIeKTPOHHBbIE IeHbI' U

DJEeKTPOHHBIE IEHBIU - 3TO OYECHB YI0OHBIN CIIOCOO MIaTex e, 0THAKO CYIECTBYIOT MOILICHHHKH,
KOTOPBIE XOTAT MOJIYYUTh 3TU JICHBIU.

:‘)J'IeKTPOHHBIe JCHbI'M IIOABUJIMCh COBCEM HCEAABHO MW HWMCEHHO H3-3a@ 3TOI'O BO MHOI'HX
rocyaapcCrBax a0 CUX IOPp HE IMPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun e oHu (yHKIMOHHMPYIOT M O HUX YK€ MPONHUCAHO B 3aKOHE, TJ€ MX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMMHBbIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOPBIX pa3pemiaeTcss MPOBOAUTH Onepaunu 0e3 WACHTH(PHUKAIUK MOJIb30BaTeNsl, a B
HEaHOHMMHBIX HICHTH(UKALNS T0JIH30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe cieqyer pa3auyarh 3JEKTPOHHBIE PUATHBIC AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAJIIOTAM)
U DJIEKTPOHHBIE He(pUaTHbIE EHBI'H (HE paBHBI TOCYAaPCTBEHHBIM BaJIOTaM).

OcHoeHnble coéemvl no 0e30nacHoll pa60me C IJIEKIMPOHHbIMU OeHbzamu:

1. IlpuBsku K cYeTy MOOMIBHBIM Tene@oH. DTO camblii yHOOHBIM W OBICTPBINA CIOCOO
BOCCTAaHOBUThH JOCTYN K cyery. [lpuBsi3aHHbIi TeiedoH MOMOXKET, eciii 3al0ynemib CBON
IUTATE)KHBIA TAPOJIb WIIK 3aiICIIh HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit omHopa3oBbie mapoiu. [locne nepexona Ha yCUIICHHYIO aBTOPHU3ALIMIO Te0e yKe He
OyJIeT yrpokaTh OMAaCHOCTh KPaXKu WM MepexBaTa IIaTeKHOTO MapoJis;

3. Bribepu cnoxsblii nmapoiss. [IpectynmHukam OyneT He MPOCTO YralaTh CIOXKHBINA IMapoJib.
HanexHble maponu - 3TO Mapoj, KOTOpbIE COAEpKaT He MeHee 8 3HAKOB M BKJIIOYAIOT B cebs
CTPOYHBIE U MPONUCHBIE OYKBBI, LIU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK JIojulapa, pyHTa,
BOCKJIMIIATEIbHBIN 3HaK u T.11. Hampumep,$tRONg!;;

4. He BBOJAMU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE NOBCPSCHIL.

DJIeKTPOHHAA MOYTA

ONEKTpOHHAas MOYTa - 3TO TEXHOJIOTHMSI W TNPEAOCTaBISIEMBIE €H0 YCIYTM IO IEPECBUIKE U
MOJYYEHUIO SJIEKTPOHHBIX COOOLIECHHH, KOTOpPBIE PACHPEIENSIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ ANIEKTPOHHBIM  MOYTOBBIM  ANMK  BBIJISIAMT — cledylommM  oOpasoM:
UMs_TOJIb30BaTEeI(@UMsL_JOMeHa. Takke KpoMme IepeJadyd MpOoCTOro TEeKCTa, HMeeTcs
BO3MOKHOCTb IepeiaBaTh (paiibl.

OcHognuie cogemul no 6e30nacHoil pabome ¢ I1eKMPOHHON NOUYMOIL:

1. Hamo BBIOpaTh NpaBUIIbHBIM IOYTOBBIA CepBUC. B HHTEpHETE €CThb OrPOMHBIM BBHIOOD
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ile JOBEPSATHh TEM, KOTO 3HAellb U KTO MEPBBIA B
pPEUTHUHTE;

2. He yxa3piBalli B JM4YHOM mnouTe Ju4Hyl0 HH(popmarmio. Hampumep, nydiie BbIOpaTh
"My3bIKanbHbIN _(panat@" win "pokx2013" Bmecto "temal3";

3. Mcnonb3yil ABYXSTAlHYO aBTOPU3ALMIO. DTO KOIJa MOMHUMO MapoJisi HYXHO BBOJUTH KOJ,
npucbUIaeMblil mo SMS;

4. Beibepu Cl0KHBIN Tapodib. JIJIsi KaXI0T0 MOYTOBOTO SIIIMKA JAOJKEH OBITh CBOW HAJEKHBIM,
YCTOMYUBBIN K B3JIOMY MApOJIb;



5. Ecnu ectb BO3MOXKHOCTh HamucaTh CamMOMYy CBOM JIMYHBIM BOMIPOC, HCMOJB3YH 3Ty
BO3MO>KHOCTb;

6. Mcnonp3yil HECKOJBKO MOUYTOBBIX SIIMKOB. [lepBhIii /U1 YaCTHOM NEPENUCKU C ajpecaTaMu,
KOTOPBIM Tl IOBEPSECIIb. DTO IEKTPOHHBIN aJIpec HE Ha/J0 UCII0JIb30BATh IPU PErucTpaliuy Ha
dbopyMmax u caiitax;

7. He oTkpbIBaii haiiiisl M APYTHE BJIOKECHUSI B MUChMaX, 1aXKe €CIIM OHU MPUIILITH OT TBOUX JIPYy3eH.
Jlyuiie yToYHM Y HUX, OTIIPABIISIIN JIK OHU TeOe 3T (ailiibl;

8. Ilocne oxoH4YaHWsi pabOTHI HA IMOYTOBOM CEPBHCE MEpeN 3aKPHITHEM BKJIAJKH C CAalTOM He
3a0ynp HaxaTh Ha "Beritn".

Ku6epOy/uIHHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOymnuHr - mpecieoBaHUE COOOMIEHHUSIMH, COAEPIKAIMMU OCKOPOJICHHUs, arpeccHio,
3aIyTUBAHKE; XYJIUTAHCTBO; CONMAILHOE OOMKOTHPOBAHKME C MOMONIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

Ocnoenvle cogemul no 60pvoe c KubepoOyIIUHZOM:

1. He Opocaiics B 60#. JIyummii crioco0: mocoBeTOBaThCs Kak ce0st BECTH U, €CIIH HET TOT0, K KOMY
MOXHO 06paTI/ITI)C$[, TO BHA4YAJIC YCIIOKOUTHCH. Ecam THI HauHEmbL OTBEYATH OCKOp6JICHI/I$IMI/I Ha
OCKOPOJICHUS, TO TOJIBKO €Ille OOJIbIIEe Pa30XkIKEeIIb KOH(IIUKT;

2. YopaBinsii cBoel kubeppenyranuei;

3. AHOHUMHOCTb B CETH MHHUMas. CyH_IeCTBy'IOT CIIOCOOBI BBISICHUTDH, KTO CTOUT 3a aHOHUMHBIM
AKKAYHTOM;

4. He crouTt BecTH XyJIMTaHCKUHA oOpa3 BHUPTYyaJdbHOW ku3HU. IHTEpHET QUKCUpYEeT Bce TBOU
JEHCTBUS U COXpaHAeT UX. Y NaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyil enuHuuyHbli HeraTuB. OJHOpPa30BbIE OCKOPOMTENbHBIE COOOLICHHS JIy4lle
UrHopupoBaTh. OOBIUHO arpeccusi MpeKpalaeTcsi Ha HaYaJIbHOM CTaauH;

7. ban arpeccopa. B nporpammax 0o0MeHa MTIHOBEHHBIMH COO6IJ.[CHI/I$IMI/I, B COIIMAJIBHBIX CCTAX
€CTh BO3MOXXHOCTb 6J'IOKI/IpOBKI/I OTIIPAaBKU COO6HICHHﬁ C OIIPCACIICHHBIX aAPCCOB;

8. Ecnu ThI cBuaeTenb kubepOymauHra. TBou NecTBUS: BBICTYIHTH MPOTHUB IpeciieoBaTeNs,
II0Ka3aTh EMY, YTO €0 JEHCTBUS OLEHUBAIOTCSI HETaTUBHO, MOAEPKATh XKEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKast MOMOIb, COOOLTUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEICHUS B CETH.

MoOnbHbI Te1eoH

COBpeMeHHLIC CMapT(bOHBI W IUIAaHOICTBI COACPIKAT B ceOe BIIOJIHE B3pOCHBIﬁ (I)yHKI_II/IOHaJ'I, n
TCIICPb OHU MOTYT KOHKYPUPOBATH CO CTAllMOHApPHBIMU KOMIIBIOTCPAMU. O,Z[HaKO, CpCaACTB
3alllUThI JJIA HO,Z[O6HBIX yCTpOﬁCTB IIOKa O4YCHb MaJio. TCCTI/IPOBaHI/IC 1 IOUCK y513BPIMOCTCI71 B HUX
MMPOUCXOAUT HC TaK MHTCHCUBHO, KaK IJId HK, TO JK€ CaMO€ KacaeTcsl U MOOUIbLHBIX HpI/IJ'IO)KCHI/II\/'I.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPaKTHYECKH JOTHAJIM HACTOJBHBIC AaHAaJOTH,
OJIHAKOpAcCIIMpeHue (QYyHKIIMOHANA BIe4YeT 3a CcO00H OOJBIIYI0 CIOKHOCTh M MEHBIIYIO
3alIMIICHHOCTb.



Jlaneko He Bce MPOM3BOAUTENM BBINYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE KPUTHYECKHE
YSI3BUMOCTH JIJII CBOUX YCTPOMCTB.

Ocnosnvle cogemul 011 6€30NACHOCHIU MOOUILHO20 menedoHa:

Hudgero He sBmseTcs MMO-HACTOAIICMY OecIUIaTHBIM. By,I[B OCTOPOIKCH, BCAb KOraa TeOE
nmpeajararoT OecIUIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITEI KAKUEC-TO IJIIATHBIC YCIIYTH,

Hymaii, npexxae ueM ornpaButb SMS, poTo nam Buneo. Thl TOUHO 3HAEIIb, TIe OHU OYIyT B
KOHEYHOM UTOre?

Heo0xoaumMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPAaMMBI JIIsI MOOUJIBHBIX TeNE(OHOB;

He 3arpy>1<aﬁ IMPUITIOKCHUA OT HCU3BCCTHOI'O HCTOYHHMKA, BCAb OHHU MOTYT COACPKATH
BPCAOHOCHOC IIPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocnie Toro xax ThI BBIHACIIb C caiiTa, TJie¢ BBOJIWI JIMYHYIO HH()OPMALIUIO, 3aliI1 B HACTPOHKH
Opaysepa u ynanu cookies;

Ilepuonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

I[aBaﬁ CBOM HOMCEP MOOMILHOTO Teﬂe(bOHa TOJIBKO JIFOJSAM, KOTOPBIX Thl 3HACHIb U KOMY
JOBCPACIID,

Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl UM HE MOib3yenibcs. He 3a0biBaii mHOTIA
MIPOBEPATH 3TO.

Online urpsi

COBpeMeHHHe OHHaﬁH'HrpBI - 9TO KpPaCOYHBIC, 3aXBaTbIBAOIINUEC PA3BJICYCHU, O6’BCZ{I/IHHIOIJ_II/IG
COTHHU TBICAY YCJIOBCK I10 BCEMY MHPY. I/IFpOKI/I HUCCIICAYIOT JTAaHHBIA UM MHp, O6H_IaIOTC$I Apyr C
APYroOM, BBIIOJHAKOT 3a/IaHUS, CPAKAIOTCA C MOHCTPAMU U ITOJTYHarOT OIIBIT. 3a YAOBOJIbCTBHUE OHU
IJIaTAT. MMOKYIAT JUCK, OIIIAYUBAIOT a0OHEMEHT UJIN HpI/IO6p€TaI-OT KaKue-TO OITIHH.

Bce ot cpenctsa uayT Ha MOAJAEp:KaHHE M PAa3BUTHUE WUIPHI, a TAKXKE HAa caMy O€30IacHOCTH:
COBEpUIEHCTBYIOTCS CHCTEMbI aBTOPH3allMH, BBITYCKalOTCA HOBblE MaTuu (Iu(poBbIE 3arjiaTKu
JUIS IPOTPaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX HUrpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO
apoJisi, Ha KOTOpOM OCHOBaHa CUCTECMaA aBTOpHU3alluA OOJIBIIIMHCTBA Hrp.

OcHogHble cosembl no 6€30NACHOCHIU HE0e20 uzpoe6o2o aKkkaynma:

1. Ecnu npyroit urpok BezieT celst II0XO MM co37aeT Te0e HEeMPHUIATHOCTH, 3a0J0KUpYH ero B
CIHCKE UTPOKOB;

2. Ioxamyiics aIMHHHMCTPAaTOpaM HIPbl Ha IUIOXO€ IOBEACHUE STOTO WIPOKA, KEIATEIBHO
MIPUJIOKUTH KAKHE-TO TOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He ykasbiBaii Tn4uHyI0 HHPOPMALIUIO B Tpodaiiine urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;
5. He ycranaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mcnonp3yil ClI0KHBIE U pa3HbIE apOJIH;



7. Jaxe BO BpeMs UIPbl HE CTOUT OTKJIKOYATh aHTUBUPYC. [loka Tl Urpaemib, TBOW KOMIBIOTED
MOTYT 3apa3UTh.

@OUIIUHT WA Kpaka JUIHbIX JaHHbIX

OOBIYHON KpaXked JeHEr W JOKYMEHTOB CErOJIHSA YK€ HHUKOrO HE YIAWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBINIUICHHUKH TIEPEMECTIIINCh B HWHTEPHET, W MPOAOIKAIOT
3aHAMATECA "' MIOOUMBIM" HEJIOM.

Tak nosiBUIach HOBas YTpo3a: MHTEPHET-MOIIEHHIYECTBA WM (PUILIUHT, TJIaBHAS LIEb KOTOPOTO
COCTOUT B IMOJYYCHUH KOH(PUACHIIMAIBHBIX JAaHHBIX MOJIb30BATENeH - JOTMHOB U mapoieil. Ha
aHriuiickoM s3bike phishing uynraercst kak ¢gummunr (ot fishing - peiOHas nmosins, password -
MapoJib).

Ocnosnbvle cogemul no 60pvoe ¢ puumunzom:

1. Cnenu 3a cBouMM akkayHTOM. Eciu Thl momo3peBaelib, 4TO TBOS aHKETa OblIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKHPOBATh €€ U COOOIIUThH aAMUHUCTPATOPAM pecypca 00 3TOM KaK MOXHO
CKOpee;

2. I/ICHOHBSYﬁ 0e30macHbIE Be6-cal>iTBI, B TOM YHCJIC, MHTCPHCT-MAIra3MHOB U ITOMCKOBBIX CHUCTCM;

3. Hcnonw3yil clOXHBIE W pasHble Mmapoiau. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JIOYMBINIJICHHUKHA IOJYYaT JOCTYII TOJIBKO K OJTHOMY TBOCMY HpO(l)I/IJHO B CE€THU, a HE KO BCEM,

4. Ecom TeOsi B3JIOMalM, TO HEOOXOAWMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
no0aBiieHb! y TeOs B IpY3bsIX, O TOM, YTO T€OsI B3JIOMAJIM U, BO3MOXHO, OT TBOETO UMEHH Oy/eT
pacchlIaThes CIaM U CChUIKM Ha (DPMITMHTOBBIE CANTHI;

5. YcranoBu HazexHbIi naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJsi B Opaysepe;

7. He oTkpbIBaii (haiisibl ¥ Ipyrue BIOKEHHS B MUCbMaX, TaXKe €CJIM OHU MPUIILIH OT TBOUX APY3EH.
Jlydie yTOYHM y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (paiibl.

Hudposas penyranus

[ludpoBast penmyranust - 3TO HeraTHMBHAas WM TMO3UTHUBHas HH(OpMamus B ceTd o Tebe.
Komnpomerupyromas nHpopmanus, pasMelieHHas B MHTEPHETE, MOXKET Cephe3HBIM 00pa3oM
OTpa3uThbcsi Ha TBOeW peanbHON ku3HU. "LludpoBas penyranus” - 370 TBOH UMUK, KOTOPHIHA
dopmupyetcst u3 nuHpopMalu o Tebe B MHTEPHETE.

TBOoe MecTO KHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTH XapakTepa U
paccka3sbl 0 OJM3KHUX - BCE 9TO HAKAIUINBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K NYyOJMKAaluu JIMYHOM HH(opManuu B
HHuTepHeTe, He TOHMMasi BO3MOKHBIX MOCIEACTBUN. ThI 1aXke HE CMOKEIIb JOTaAaThcs O TOM, YTO
dororpadus, pazMerieHHas 5 JeT Ha3aj, cTajla IPUYUHON OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pazMernienre TBoux Gororpaduii u apyrue AeUCTBUS MOTYT HE UCUE3HYTH JIaxkKe
MocJie TOT0, KaK Thl UX yJAaluillb. Thl HE 3HaCIlIb, KTO COXPAaHWJ 3Ty HHPOPMAIIHIO, [ToMalia JIu OHa
B TMIOMCKOBBIE CUCTEMBI U COXPaHWJIACh JIU OHA, a TJIABHOE: YTO MOAYyMaloT 0 Tebe OKpysKarolue
JIOJTA, KOTOPBIC HAUYT U YBUAAT 3T0. Haiiti mH(pOpMaIuio MHOTO JIET CITYCTSI CMOXET JTF000H -
KaK U3 10OpBIX TOOYKIACHHH, TaK U C HAMEPEHUEM TPUYUHUTH Bpea. DTO MOXKET ObITh KTO YTOIHO.



OcHognule coeemul no 3auume YuPpoeoii penymayuu:

1. [Tomymaii, mpesx/ie 4eM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ceOs B 010re Wik B COLUATBHON
CeTH;

2. B Hactpoiikax npo¢uisi yCTaHOBM OTrpaHMYEHHS Ha MPOCMOTP TBOETo NpOoGuUis U €ero
COJIEP’KHUMOTO,

caenai ero ToybKo "nis apysei';

3. He pa3memiaii 1 He yka3biBail MH(POPMAIUIO, KOTOpas MOXET KOTo-JIH00 OCKOPOJIATh HIIN
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IKOJFHUKY - aKTUBHBIE TTOJIB30BaTENH IH(PpoBOro nmpocrpancTea. OgHAKO
JIaJIeKO HE BCE 3HAIOT, YTO MOJH30BaHNE MHOTMMHU BO3MOKHOCTSIMU ITU(PPOBOTO MUpa TpedyeT
cOOIOZICHHSI TPaB HA HHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.

TepMI/IH "I/IHTGJ'IJ'IeKTyaJ'IBHaSI COOCTBEHHOCTD" OTHOCUTCA K pa3IMdHbIM  TBOPCHHAM
YCJIOBCYECKOI'0 YMa,Ha4YMHAsA C HOBBIX H306peTeHPII>'I X 3HAKOB, 0603Haqa10m1/1x COOCTBEHHOCTE Ha
MMPOAYKTHI U YCIIYTH, U 3aKaHYNBAsX KHUT'AMH, (bOTOFpa(l)I/IHMI/I, KI/IHO(I)I/IJIBMB.MI/I 1 MY3bIKaJIbHBIMU
IMPOU3BCACHUSAMMU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEIIEKTYaJbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAYKHU,
JUTEpaTypbl U MCKYCcCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KayeCTBE rapaHTUU TOIO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HampacHbIM, JacT €My CIpaBelJIMBbIE
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3yibTaTax CBOETO TPYy/Ja, MOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTD €ro MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HWMIIOPTHPOBATh, IyCKaThb B MPOKAaT, MyOJIMYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHATh B 3(Hpe Ui pa3meniaTs B IHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOT0o 00ECIIeYeHHsT MOYKET MPUBECTH K MHOTUM PHCKAM:
OT TIOTEPU JIAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, /i€ YCTAHOBIICHA
HeJleralbHas nmporpamma. He cTouT Takske 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHBIE U OECIUIATHBIC
MPOrpaMMbl, KOTOPbIE MOXXHO HANTH B CETH.

O noprane

CeteBHUOK.p( - TBOH INIaBHBIA COBETYMK B CETH. 37IeCh Thl MOXKeEIIb y3HATh O OE30MAaCHOCTH B
CeTH TMOHSATHBIM U JIOCTYIHBIM $I3bIKOM, a IpPH BO3HUKHOBEHHHM KPUTHYECKOW CHUTYyaIl[uu
0o0paTUThCS 32 COBETOM. A TakKe MPUHATH ydacTHE B KOHKypcaxX M CTaThb CaMbIM I[M(POBHIM
rpakJaHUHOM!



